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AupekTnsa NIS2 n 3aKoHbT 32 KubepcurypHocT
The NIS2 Directive and the Cybersecurity Act

BvBegeHue

Oupektnea (EC) 2022/2555 (NIS2) e
TpaHcnoHunpaHa B 3KC, B cuna ot 13
¢deBpyapu 2026 r. Hamanenute
CaHKUMM oTnagHaxa Ha 1 oHu 2026 .

BloneTMHbT  pasmerkaa  obxsarta,
OTTOBOPHOCTTAa Ha yMpaBUTE/NHUTE
OpraHu 1 JOrOBOPHUTE NOCAEeANLM.

LL.M., PhD (cand.), MAcc
Ynpasnsagaly napTHbop | Managing Partner
ApnBokaT | Attorney-at-law
office@stoychevlaw.com
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Introduction

Directive (EU) 2022/2555 (NIS2) was
transposed into the CSA with effect
from 13 February 2026. Reduced
penalties ceased to apply on 1 June
2026.

This newsletter addresses scope, the
liability of management bodies and
the contractual consequences.

C yBaxeHue, / Yours sincerely,
Asop Croiiues / Yavor Stoychev
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XpOHOMNorus Ha pexuma
Timeline of the regime

17 oktomspwm 2024 | 17 October 2024

CpoK 3a TpaHcnoHupaHe no NIS2
NIS2 transposition deadline

MN3meHeHMATa ca obHapoaBaHu noBeyve oT 15 mecel,a NO-KbCHO.
The amendments followed more than 15 months later.

13 peBpyapm 2026 | 13 February 2026

O6HapopgBaHe 1 B/IM3aHe B CU/A
Promulgation and entry into force

OB, 6p. 17. 3agb/mkeHuaTa no ya. 22 u yn. 23 3KC gelicteaTt oT Ta3u gaTa.

State Gazette 17. Articles 22 and 23 CSA apply from this date.

110HKn 2026 | 1June 2026

Kpait Ha HamaneHuTe CaHKLUK
End of the reduced penalties

Mpunarat ce nbAHKUTe pazmepn no ya. 28 n un. 29 3KC.
The full amounts under Articles 28 and 29 CSA apply.

Npeacron | Pending
Hapea6a no un. 3, an. 2 u onpegensHe Ha cybeKTure
Ordinance under Article 3(2) and designation of the entities

YacT oT 3a4b/KEHUATA AeNCcTBAT Npe Ay nof3akoHoBaTa ype aba.
Some duties apply before the secondary rules arrive.
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HosaTa npaBHa pamka (1/2)
The new legal framework (1/2)

Kakso npue HapogHoTo cbbpaHue

Ha 5 ¢eBpyapn 2026 r. HapoaHoTo
cbbpaHue npue 3aKoHa 3a
M3MEHEHME U  AONb/HEHME  Ha
3akoHa 3a KubepcurypHoct (3KC).
3aKoHbT e 06bHapoaBaH B ,[bpKaBeH
BECTHUK”, 6p. 17 ot 13 despyapn
2026 ., n e B cMNa OT cbLlaTa AaTa.

C Hero B 6bArapckoto npasBo ce
BbBexxaa Oupektmea (EC) 2022/2555
(NIS2), 3ameHuna [Awupekmmsa (EC)
2016/1148 (NIS1).

NpomaHaTta He e pegakumoHHa. NIS1
obxBaLLae OorpaHu4eH Kpbr
onepaTopn Ha CbLUECTBEHU YCAYrU.
NIS2 wu3rpakga pexumm, KOMTOo no
06XxBaT, HaZ30pPHM MpPaBOMOLWMA MU
TEXECT Ha CaHKuuuTe ce fobam»kaea
[0 mogena Ha O6wmA pernameHT
OTHOCHO 3alLMTaTa Ha JAHHUTE.

What Parliament adopted

On 5 February 2026 the National
Assembly adopted the Act amending
and supplementing the Cybersecurity
Act (the CSA). It was promulgated in
the State Gazette, issue 17 of 13
February 2026, and entered into
force on the same date.

The Act transposes Directive (EU)
2022/2555 (NIS2), which replaced
Directive (EU) 2016/1148 (NIS1).

The change is not editorial. NIS1
covered a narrow group of operators
of essential services. NIS2 establishes
a regime which, in its scope,
supervisory powers and severity of
penalties, approaches the model of
the  General Data  Protection
Regulation.
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HoBaTa npaBHa pamka (2/2)
The new legal framework (2/2)

CpoKoBe, KOUTO Be4ye TeKaT

3aabarkeHuaTa noyn. 22 nyn. 23 3KC
aencteaT oT 13 ¢eBpyapu 2026 r. Te
HEe Ca OT/IOXKEHM A0 MPUEMAHETO Ha
noA3akoHoBaTa ypeaba.

Jo 1 toHm 2026 r. ce npunarawe
npexogeH pexum € HaMaseHu
HANONOBMHA CaHKLMK. MNoHacToALwEeMm
ce npunarar NbAHUTE pasmepu.

Hapeg6ata no un. 3, an. 2 3KC, koaTto
e onpeaenn MMHUMANHMA 0b6XBaT
Ha MepKkuTe, npeactou ga bOHvae
npvera.

Yact oT 3ab/IKEeHUNATa ca
onpeseneHn B CaMuA  3aKOH, a
MUHUMANHUAT 06XBaT Ha MepKuTe U
npoueaypHUTe AEeTalaM 3aBUCAT OT
HapeabaTa.

Deadlines already running

The obligations under Articles 22 and
23 CSA have applied since 13
February 2026. They are not deferred
pending secondary legislation.

Until 1 June 2026 a transitional
regime halved the penalties. The full
amounts now apply.

The ordinance under Article 3(2) CSA,
which will set the minimum scope of
the measures, is still to be adopted.

Part of the duties are set out in the
Act itself, while the minimum scope
of the measures and the procedural
detail depend on the ordinance.
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O6xBaT Ha 3akoHa (1/4)
Scope of the Act (1/4)

Cekrtopwurte no MNpunoxxeHue I n il

MpunoxeHune | obxeala cekTopuTe
BMCOKA KPUTUYHOCT: EeHepreTuka,
TpaHCNopT, 6aHKoBa OeNHOCT,
MHOPACTPYKTYPU Ha  PUHAHCoBMA
nasap, 34paBeonas3BaHe, MNuTeMHa
BO4a, OTNagbyHM BOAM, undposa
MHPPACTPYKTYpPa, YynpaBaeHWe Ha
UKT ycayru n KOCMWUYECKO
NPOCTPAHCTBO.

MpunoxeHue |l 06xBaLla NOLWEHCKU U
KYPUEPCKU yCayru, ynpasiaeHue Ha
OTNagbUM, XMMUKaANM, NPon3BoACTBO
M pasnNpoOCTPaHEHME Ha  XpaHw,
NPOM3BOACTBO  HA  MEOULMHCKM
n3aennsa, eNeKkTPoHWMKa, MalUHU W
NpeBO3HWN CPeacTBa, AOCTAaBUMUM Ha

undposm ycnyru n
Hay4yHOM3C/1e[0BaATE/ICKM
OopraHusaumu.

OTtpnenHo B obxaTa  nonagat
aAMUHUCTPATUBHUTE  OpPraHu n
opraHuTe Ha cbaebHaTa BAacT (4. 4
3KC).

The sectors in Annexes | and Il

Annex | covers the sectors of high
criticality: energy, transport, banking,
financial market infrastructures,
health, drinking water, waste water,
digital infrastructure, ICT service
management and space.

Annex |l covers postal and courier

services, waste management,
chemicals, production and
distribution of food, manufacture of
medical devices, electronics,

machinery and motor vehicles, digital
providers and research organisations.

Administrative authorities and the
bodies of the judiciary also fall within
scope (Article 4 CSA).
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O6xBaTt Ha 3akoHa (2/4)
Scope of the Act (2/4)

Pasmep Ha npeanpuaTMeTo MU
M3KOUYEHUA

Mo un. 4, 1. 2 3KC 3aKkoHbT 0bxBalla
cybektnte no Mpunoxenus | wn |,
KOUTO AOCTUIRAT WAU  HAAXBbPAAT
npara 3a cpeaHo npeanpuaTume.

HesaBucmmo oT pasmepa, no una. 4, 7.
3 3KC B obxBata nonaaat
JOoCTaBumumTe Ha €/1eKTPOHHM
CbOOLUMTENIHU MPEXU WU YCAYrK, Ha
yaoctoseputesniHm U Ha DNS ycayrny,
KaQKTO M peructpute Ha AOMEWHU OT
NbpBO HMBO.

CbWwoTO Ba*XM 338 eOMHCTBEHMA
OOCTABYMK Ha CbLUECTBEHA YCAYra, 3a
cybeKTuTe ¢ KpMTMYHA 3HAYMMOCT Ha
HAUMOHANHO nnm pPEervoHanHo
PaBHULWE M 3a perucTtpaumata Ha
AOMeMHM (4n. 4, T. 5 3KC).

O6patHo, no 4a. 6a 3KC cneuunaneH
3akoH wu3mectBa 3KC camo 3a
obxBaHaTuUTe cybeKtu n B
CbOoTBETHaTa 4acT. TakbB e DORA 3a
GUHAHCOBMA CEKTOP.

Size thresholds and the exceptions

Under Article 4(2) CSA the Act applies
to Annex | and Il entities that meet or
exceed the medium-sized enterprise
thresholds and provide services
within the Union.

The exceptions in Article 4(3) CSA are
frequently underestimated.
Regardless of size, scope extends to
providers of public electronic
communications networks and
services, trust service providers, DNS
service providers and top-level
domain name registries.

The same applies to a sole provider
of an essential service, to entities of
critical importance nationally or
regionally and to domain name
registration services (Article 4(5)
CSA).

Conversely, under Article 6a CSA a
sector-specific act of equivalent
effect displaces the CSA only for the
entities and matters it covers.
Regulation (EU) 2022/2554 (DORA) is
one such act, for financial entities.
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O6xBaT Ha 3akoHa (3/4)
Scope of the Act (3/4)

CbLuecTBEHU U BaXKHU CybeKTH

Yn. 4a 3KC BbBexaa ABe KaTeropum.

CbwecTBeHn ca  cybektTMTe  no
MNpunoxeHne |, KOUTO HaAXBLPAAT
ropHara rpaHmua 33 cpeaHu
npeanpuaTnA,  AOCTaBYALUTE  Ha
KBa/MOULMPaAHN  yAOCTOBEPUTENHMU
YCAYrn, Peructpute Ha AOMEWHM OT
NbpPBO HMBO U AocTasumumTe Ha DNS
YCIYTM  HEe3aBMCMMO OT pasmepa,
cpegHute [0CTaBuMuMm Ha
€N1eKTPOHHMN CbOBLLMTENIHN MPEXKMN,
ALAMUHUCTPATUBHUTE opraHu,
KPUTHUYHUTE cybeKTM no [upeKTvBa
(EC) 2022/2557, cybektute no un. 4,
T. 3, 6ykBu ,r“ — K" Kakto wu
3aBapeHuTe oneparopu Ha
CbLLECTBEHM YCAYIN.

BaxHn ca octaHanute cybekTM no
MNpunoxerHue | unn ll.

Pa3l'paHVI‘-IeHVIeTO onpegena
MHTEH3NBHOCTTA Ha HaA30pa n
MaKCUMa/THHUA Pa3MeP Ha CaHKLUMATA.

Essential and important entities

Article 4a CSA introduces two
categories.

Essential entities are the Annex |
entities exceeding the ceiling for
medium-sized enterprises, qualified
trust service providers, top-level
domain registries and DNS service
providers regardless of size, medium-
sized providers of electronic
communications networks,
administrative authorities, critical
entities under  Directive  (EU)
2022/2557, the entities designated
under Article 4(3)(d) to (g) and the
existing operators of essential
services.

Important entities are the remaining
entities under Annex | or Annex Il.

The distinction governs the intensity
of supervision and the maximum
penalty.

10
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O6xBaT Ha 3akoHa (4/4)
Scope of the Act (4/4)

Koii onpepgens cybekture

CybektuTe He ce camoonpeaenart. Mo
yn. 16, an. 3, 1. 8 3KC HaumoHanHuTe
KOMMETEHTHN OpraHW 1 onpeaenat
CblNacHO MeToAMKa, npueTa oOT
MWHUCTEPCKNA CbBeT.

MWHUCTBPLT Ha  WHOBAUMWUTE U
AVrMTanHaTa TpaHchopmauma Boawm
PEerncTbp, KOMTo He e nybamyeH (un.
6, an. 5 3KC, uam. [1B, 6p. 55 ot 2026
r.). CybekTuTte cbobLLIABAT NPOMEHUTE
Ha HaLMOHA/IHWA KOMNEeTEHTEH OpraH
B AByCEAMWYEH CPOK (4n. 6, an. 3
3KC).

TYK € OCHOBHMAT NPAKTUYECKU PUCK.
OnpepenaHeto npeacTou, a
3aabarKeHuata no yun. 22 nyn. 23 3KC
pencteat ot despyapn 2026 .
N3yakBaHeTO Ha oduumanHo
yBeJOMNEHME He e 3alWuTa npu
nocneaBalla NpoBepKa.

Who designates the entities

Entities do not designate themselves.
Under Article 16(3)(8) CSA the
national  competent  authorities
designate them in accordance with a
methodology adopted by the Council
of Ministers.

The Minister of Innovation and Digital
Transformation maintains a register
which is not public (Article 6(5) CSA,
as amended in State Gazette
55/2026). Entities notify changes to
the national competent authority
within two weeks (Article 6(3) CSA).

This is the principal practical risk.
Designation is still pending, whereas
the obligations under Articles 22 and
23 CSA have applied since February
2026. Waiting for an official
notification is no defence in a
subsequent inspection.

11
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C'bLLI,eCTBeHI/I N BaAXXHU Cy6€KTI/I
Essential and important entities

CBbLWECTBEHMU BAXHU

Essential entities Important entities

Kot | Who

Cepem Kateropum no un. 4a, an. 1 OcraHanute no MpunoxkeHua I nll
Seven categories under Art. 4a(1) The rest under Annexes | and Il

Hagsop | Supervision

MpepBaputeneH Mocnepsawy,
Ex ante Ex post

MaKcumanHa caHKkLums, Nno-Bucokarta ot geete | Maximum penalty, whichever is higher

10 000 000 € nam 2 % 7 000 000 € nm 1,4 %
EUR 10,000,000 or 2% EUR 7,000,000 or 1.4%

MWHUMYM Mpy HapyweHre Ha Yn. 22 n 23 | Minimum for Articles 22 and 23

25000 € 12 500 €
EUR 25,000 EUR 12,500

3abpaHa3a ynpasneHne | Management ban

Bb3morKkHa no cbaebeH pea He ce npunara
Possible by court order Not applicable

CybeKktute He ce camoonpenenat. OnpefenAr ce ot HaUMOHANHUTE KOMMETEHTHM OPraHW NO METOAMKA Ha
MuHucTepcknA cbBeT (4. 16, an. 3, 1. 8 3KC).
Entities do not designate themselves. They are designated by the national competent authorities under a
methodology of the Council of Ministers.
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OTroBOpHOCT Ha ynpasuTenHute opraHu (1/2)
Liability of management bodies (1/2)

3aavaxeHusa no un. 21 3KC

3a NbpBu neT  6bArapckoTo
3aKoHogaTenctBo B obnactra Ha
KMbepcurypHocTTa ypexaa M3pUdYHU
3ab/I’KEHUA Ha YNpaBUTEIHUA OpraH
KaTo TaKbB.

YnpaButenHuTe opraHn ogobpasat
MEepPKUTE 3a ynpaB/ieHWe Ha PUCKa U
CnepAaT 3a npuaaraHeTo um (an. 1).

YneHoseTte nm npemumHasaT
obyyeHMe Ha BCEeKU [Be roguHu (an.
2). WU3uckBaHeTo e no-CTporo ot
ONPEKTMBHOTO, KoeTo 6opasu ¢ obwa
dopmynmpoBKa.

YnpaBuTenHuTe opraHu npegnarat u
opraHusuMpat  obyyeHue U 3a
cnyxutenute (an. 3).

OpobpsBaHeToO, HaA30pbT "
obyyeHuneto ocTtaBat Ha
YyNpaBUTENHUA OpraH. TEXHUYECKOTO
M3NbJIHEHME MOXe Aa Ce BDb3J/IOXM,
HO He 1 oTroBopHOCTTa no uya. 21 3KC.

Obligations under Article 21 CSA

For the first time Bulgarian
cybersecurity legislation imposes
express obligations on the
management body as such.

Management bodies approve the
cybersecurity  risk  management
measures and  oversee  their
implementation (paragraph 1).

Their members must undergo
training every two years (paragraph
2). The requirement is stricter than
the Directive, which uses a general
formulation.

Management bodies must also offer
and organise such training for
employees (paragraph 3).

Approval, oversight and training
remain with the management body.
Technical execution may  be
outsourced; responsibility under
Article 21 CSA may not.

13

<48 )



S STOYCHEV &
STOYCHEVA

LAW FIRM

OTroBOpPHOCT Ha ynpaBuUTeNHUTE opraHu (2/2)
Liability of management bodies (2/2)

Mocneaunum npu HensnbAHEHUE

Mo un. 29, an. 4 3KC rnoba ot 500 go
5 000 eBpo <ce Hanmara Ha

pbKOBOAUTENUTE Ha
aAMUHUCTPATUBHM opraHm, Ha
ynpaBuTenMTe W Ha YneHoBeTe Ha
ynpasutenHuTe opraHu.

OTroBOPHOCTTa € CaMOCTOATE/Ha MU
He 3aBMCKM OT CaHKUMATA Ha CybeKTa.

3a cblecTBeHUTe cybekTn un. 27k,
an. 2 3KC npegsuxga nNoO-TeXKa
nocneamvua: cba UAK ApYyr AbpiKaBeH
OpraH MO)e [a HaN0XW BpemeHHa
3abpaHa MUe C  ynpaB/IeHCKMU
GYHKUMM  Ja M ynpakHABa Mpu
HeusnbAHeHMe Nno 4Yn. 23 nan Ha
npeanucaHma.  MsaApKaTta He ce
npunara 3a AOMUHUCTPATUBHM
opraHu.

Mo un. 27K, an. 5 3KC Bcako auue,
KoeTo npeactaBnaBa cybeKra, B3ema
peweHns OoT HEroBo UMe WU
YNpa*KHABA KOHTPO/1 BBbPXY HEro,
pasnosara C npaBoMoOWMATa A3
OCUTYPM Cra3BaHETO Ha 3aKOHa.

Consequences of non-compliance

For an infringement of Article 21 CSA,
heads of administrative authorities,
managers and members  of
management bodies are liable to a
fine of EUR 500 to EUR 5,000 (Article
29(4) CSA). That liability is
independent of any penalty imposed
on the entity.

For essential entities, Article 27k(2)
CSA provides a more severe
consequence: the competent
authority may ask a court or another
State body to impose a temporary
ban on a person exercising
managerial functions where Article
23 or a given order is not complied
with. The measure does not apply to
administrative authorities.

Article 27k(5) CSA adds that any
person responsible for the entity or
acting as its legal representative, able
to represent it, take decisions or
exercise control, holds the powers
necessary to ensure compliance.

14
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YnpaBneHue Ha pucka un goctaskute (1/2)
Risk measures and the supply chain (1/2)

MepkuTe no un. 22 3KC

Yn. 22, an. 2 3KC wusbposBa
[BaHaAeceT TOYKM, eauMHaaeceT OT
KOUTO CbAbPXKAT KOHKPETHU MeEPKM,
HAKOM  NPUNOXMMM  ,KOraTo e
uenecbobpasHo®, npeueHaBaHN
cnopes, W3NaraHeTo Ha pPUCK U
pasmepa:

1) aHanM3 Ha puUCKa U NOAUTUKM 33

CUTYPHOCT;

2) AencTBUs NpU UHUMAEHT;

3) HenpeKkbCcHaTOCT n
Bb3CTaHOBSABAHE;

4) curypHocT Ha Bepurata 3a
[lOCTaBKa;

5) curypHocT npu npugobusaHe u
NoAAPbKKA;

6) oueHKa Ha epeKTUBHOCTTa;

7) KubepxurveHa v obydeHue;

8) Kpuntorpadua u KpUNTUPaHE;

9) 4oBeWKM pecypcu, [OCTbN U
aKTUBW;

10) mHorogpakTopHO
yAoCTOBEPABAHE;

11) ynpaBneHuve Ha U3MeEHEHMUATA.

The measures under Article 22 CSA

Article 22(2) CSA lists twelve points,
eleven of which set out specific
measures, some applying where
appropriate, assessed against risk
exposure and the size of the entity:

1) risk analysis and security

policies;

2) incident handling;

3) business continuity and
recovery;

4) supply chain security;

5) security in acquisition and
maintenance;

6) assessment of the effectiveness
of the measures;

7) cyber hygiene and training;

8) cryptography and encryption;

9) human resources, access control
and assets;

10) multi-factor authentication;

11) change management.

15
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YnpaBneHue Ha puycka n goctaskute (2/2)
Risk measures and the supply chain (2/2)

[loroBopHOTO U3mepeHue

Yn. 22, an. 2, 7. 4 3KC npespbLya
CUIYPHOCTTA Ha Bepwurara 3a
[OCTaBKM B 3aKOHOBO 3a[bJ/IKEHMUE.
Mo an. 3 ce oTYMTaT YA3BMMOCTUTE Ha
BCEKM MPAK OOCTaBUMK M Ka4yeCTBOTO
Ha HEroBMTE MNPAKTUKK, BKAKOUUTENTHO
npoueaypute 33 CUTYPHO
pa3paboTBaHe.

OTTyK npou3TMya nocneguuata ¢
HaN-LUMPOKO NPUNOXKHO none:
cybektnte B o6xBaTa LWe npeHacaT
M3UCKBAHMA 338 CUTYPHOCT  KbM
npeKkuTe v [0CTaBUMLM,
BK/IOYMTENIHO M3BBH o0bOXBaTa Ha
3aKoHa.

ToBa Hanara nperneg Ha AOrosopute
OoTHOCHO: (i)  wu3MCKBaHMA  3a
curypHoct; (ii) npaBa 3a ogut MU
AoKasatenctsa;  (iii)  goroBopHM
CpoKkoBe 3a yBeLOMABAHE,
cbobpaseHn ¢ 24-4acoBMA CPOK Ha
KaneHTa; (iv) oTtroBopHocT; (V)
W3NCKBAHUA KbM NOAM3 Mb/IHUTENNTE.

The contractual dimension

Article 22(2)(4) CSA turns supply
chain security into a statutory duty.
Under paragraph 3, the vulnerabilities
specific to each direct supplier and
the quality of its practices, including
its secure development procedures,
must be taken into account.

This produces the consequence with
the widest reach: entities within
scope will pass security requirements
down to their direct suppliers,
including suppliers outside the Act.

Contracts therefore call for review as
regards: (i) security requirements; (ii)
audit and evidence rights; (iii)
contractual notification deadlines
aligned with the customer's 24-hour
deadline; (iv) liability; (v)
requirements for subcontractors.

16
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CpokoBe 3a JoknagBaHe
Reporting deadlines

PaHHO npeaynpexaeHue
24 Early warning
KoraTo e NPUAOKMMO: Npeanosiaraemu 3Z10oHamepeHu AeﬁCTBMﬂ N TPAHCTPaHUYHO

yaca | hours Bb3aencTame.
Where applicable: suspected malicious acts and cross-border im pact.

YBepomneHue 3a MHUMAOEHT
Incident notification

7 2 MbpBOHAYANHA OLEHKA HA TeKeCcTTa M Bb34eMCTBMETO. 3a Y4,0CTOBE PUTETHUTE
yaca | hours YCNyru CPOKBT e 24 yaca.
Initial assessment of severity and impact. For trust services the deadline is 24 hours.

MexaunHeH aoKnag,
Intermediate report
SN p
AKTyanusmnpaHa MH$opmaLma 3a UHLKUAEHTA Mo nckaHe Ha CEPUKC.
npu noucksake | Updated information on the incident at the request of the CSIRT.

on request

OKoHuaTeneH aoKnag

1 Final report
O6xBaT 1 Bb3e1CTBUE, BUA HA 3amaaxaTta, NPUIOXKEHU MEPKU, TPAHCT paHUYeH
mecel, | month edexT.

Scope and impact, type of threat, measures applied, cross-border effect.

CEPUKC oTroBapa He Mo-KbCHO OT 24 Yaca, OCBEH Npun 06EKTUBHU NPEYKKN. YBesoms BaHeTO He BOAU A0
NOBULLEHA OTTOBOPHOCT; /IMNCaTa My € OCHOBaHME 33 CaHKLUUA.
The CSIRT responds no later than 24 hours unless objective reasons prevent it. Notification does not entail
increased liability; failure to notify is a ground for a penalty.
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[oknagsaHe Ha 3Ha4YUTENHU NHUnaOeHTNn (1/2)
Reporting of significant incidents (1/2)

Cpokoserte no un. 23 3KC

YBegomABaHeTO ce M3BbpWBa A0
ceKTopHMA  ekun  (CEPUKC) B
cnegHaTa NocnenoBaTeNHOCT:

1) po 24 yaca OT yCTaHOBABAHETO —
paHHO  npeaynpexaeHue, B
KOEeTO, Korato e NpuoXnmo, ce
noco4ysaT npeanonaraemu
3/10HAaMepeHn  OeuncTeus n
TPAHCTPAaHMYHO Bb34ENCTBUE;

2) po 72 4yaca — yBegomneHue ¢

MbpBOHAYasHA  OUEHKa;  3a
YOOCTOBEPUTENHUTE YCAYyrn — 24
yaca;

3) npu noucKkBaHe — MeXAMHEH
AoKnana;

4) po mecel OT yBeAOM/IEHUETO —
OKOHYaTeNeH  [AOKAaf;  npu
HenpeoaoNAH  WHUMAEHT  —

MeXKAMHEH OOKnaz n
OKOHuYaTeNleH A0 Mmecel, OT
CNpaBAHETO.

CEPUKC oTroBapa He No-KbCHO oT 24
Yyaca, OCBEH Npu 0HEKTUBHU MPEYKM.

The deadlines under Article 23 CSA

Notification is made to the sectoral
incident response team (CSIRT) in the
following sequence:

1) within 24 hours, an early
warning stating, where
applicable, suspected malicious
acts and cross-border impact;

2) within 72 hours, a notification
with an initial assessment; for
trust service providers, 24 hours;

3) upon request, an intermediate
report;

4) within one month of the
notification, a final report; if the
incident is unresolved, an
intermediate report is filed and
the final report within one
month of resolution.

The CSIRT responds no later than 24
hours, unless objective reasons
prevent it.
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Reporting of significant incidents (2/2)

YBegomsaBaHe Ha nosayyarenmre

Yn. 23, an. 2 3KC yecto octaBa M3BbH
nonespeHneto. CybeKTbT yBeagOMABa
nonyyatesinTe Ha CBOMUTE YCAyrM 3a
3HAYUTE/THN UHLUMAEHTU, KOUTO MMA
BEPOSATHOCT na 3acerHar
HebnaronpmaATHO npeaocTaBaHeTo
um. 3abaBaHe ce Jonycka Mo
U3KAOYEHME.

YeegomasaHeto Ha CEPUKC He Bogwu
[0 TMOBULIEHa OTroBOpHOCT (4n. 23,
an. 1 3KC). /luncata Ha yBegoMsABaHe
€ CaMOCTOSITe/IHO OCHOBaHMEe 3a
CaHKUMA.

CboTtHoweHue c GDPR

KomneTeHTHUAT oOpraH yBeaomsBa
KomuncmaTta 3a 3awmta Ha JIMYHUTE
OAHHM MpU  HapyleHue, 3acArallo
N4YHKN gaHHU. Ako KomuncnaAta Beve e
CaHKUMOHMpana CblWOTO AgesAHue,
BTOpPA MMYLLECTBEHA CaHKUMA He ce
Hanara (4n. 271 3KC).

Notifying the recipients

Article 23(2) CSA is frequently
overlooked. The entity must notify
the recipients of its services of
significant incidents likely to affect
adversely the provision of those
services. Delay is exceptional.

Notification to the CSIRT does not
entail increased liability (Article 23(1)
CSA). Failure to notify is an
independent ground for a penalty.

Interaction with the GDPR

The competent authority notifies the
Commission for Personal Data
Protection of an infringement
capable of affecting personal data. If
that Commission has already
imposed a fine for the same conduct,
no second penalty is imposed (Article
27n CSA).
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Hapnsop v cankuum (1/2)

Supervision and penalties (1/2)

OundepeHumpaH Haa3op

lnasa BTopa ,B“ 3KC (4n. 27e — 270)
ypeXKaa KoHTpoa.

CobluecTBeHUTE cybeKTM NoanexaT Ha
npeaBapuTeneH Hag3op: NIaHOBU M
N3BbHMNNAHOBU NPOBEPKKN, PEOOBHU U
LUeneBnm OAUTU Ha CUTYPHOCTTa,
MCKaHe Ha MHpopmMaLMa U AOCTBN A0
AOKYMeHTH (4n. 27k, an. 1 3KC).

BaxkHuTe CcybeKkTM nopJsiexat Ha
nocneaBall, HaA30p: MNPOBEPKM Ha
MACTO,  AWUCTaHUMOHEH  HaAa30p,
uenesnm oguTM U MCKaHe Ha
nHbopmauma (un. 27, an. 2 3KC).

PasxoguTe 3a UenesuM oauT OT
HEe3aBMCMM OpraH ce 3anjawart oT
oauUTUpaHMA cybekT (4n. 273, an. 3
3KC).

KOMNeTeHTHMAT opraH Moxe Aa
pasnopean cybekTsT ga  0b6aBuM
ny6AnMYHO HapyLweHneTo (4a. 27u, an.
1, 7. 7 3KC).

Differentiated supervision

Chapter Two ,,c“ CSA (Articles 27e to
270) governs supervision.

Essential entities are subject to ex
ante supervision: scheduled and
unscheduled inspections, regular and
targeted security audits, requests for
information and access to documents
(Article 27g(1) CSA).

Important entities are subject to ex
post supervision: on-site inspections,
remote supervision, targeted audits
and requests for information (Article
27g(2) CSA).

The cost of a targeted audit carried
out by an independent body is borne
by the audited entity (Article 27h(3)
CSA).

The competent authority may order
the entity to make the infringement
public (Article 27i(1)(7) CSA).
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Hansop v caHkuum (2/2)

Supervision and penalties (2/2)

CaHKuumn

CbuwectBeHn cybektu: go 10 000 000
€BpO WMAW A0 2 Ha CTo OT obuwwms
CBETOBEH roaguweH obopoT, KoeTo e
Mo-BMCOKO, HO HEe no-manko oT 25
000 eBpo (4n. 29, an. 2 3KC).

BakHu cybektu: go 7 000 000 espo
mam go 1,4 Ha CTO OT CBETOBHWA
060pOT, KOETO € MO-BUCOKO, HO He
no-manko ot 12 500 espo (un. 29, an.
3 3KC).

HeunsnbnHeHWe Ha npegnucaHue no
un.27/m,an. 1, 7.2—-7:01r2500 go 12
000 eBpo, a Npn NOBTOPHOCT — OT 5
000 go 25 000 eBpo (un. 28 3KC).

KakBo cnepga

OnpegensaHeTo Ha cybektnte U
Hapepbata no un. 3, an. 2 3KC
npeacroaT. [lotoraBa npuopuTeTuTe
ca npeueHKa Ha obxBaTa, OLEHKA
cnpamo 4n. 22 3KC, npouec 3a 24-
4acoBO yBegOMsABaHe W npernies Ha
AorosopuTe.

Penalties

Essential entities: up to EUR
10,000,000 or up to 2 per cent of
total worldwide annual turnover,
whichever is higher, and not less than
EUR 25,000 (Article 29(2) CSA).

Important entities: up to EUR
7,000,000 or up to 1.4 per cent of
worldwide turnover, whichever is
higher, and not less than EUR 12,500
(Article 29(3) CSA).

Failure to comply with an order under
Article 27i(1)(2)-(7): EUR 2,500 to
EUR 12,000, and EUR 5,000 to EUR
25,000 for a repeated infringement
(Article 28 CSA).

What comes next

Designation of the entities and the
ordinance under Article 3(2) CSA are
pending. Until then the priorities are
to assess scope, run a gap analysis
against Article 22 CSA, build a 24-
hour notification process and review
contracts.
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BloneTuHbT 1 nHdbopmauusaTa, cbabpKalla ce B Hero, ca U3roTBeHn ot
Ansokarcko gpyxectso ,Ctonyes n CTonyeBa“ 3a npegocraBsiHe Ha
0606ueHa nHdopMaLms OTHOCHO efHa NN NoBeYe TEMU, HO He 1
nadyepnatenHa nHgopmauuss 0THOCHO nocregHute. MIHpopmMaumara B Te3un
Marepuanu He e NpegHa3HaveHa ga 6bae npaBeH unu gpyr
npodecunoHaneH cbLBeT unm ycnyra. Bue He crnegga fa ce ocHoBaBare
€[MHCTBEHO Ha Hesl, KoraTo B3nMare peLleHne, KOETO MoXe Aa 3acerHe Bac
mnn Bawara Tbprocka genHocT. lNpean ga npegnpuemMeTe KakBoTo U Aa €
Jencteue, KOeTo MOXe Aa pedriekTupa Bbpxy Bawmte puHaHcu nnm
©OuM3Hec, MOnUM, KOHCYNTUpanTe ce ¢ KBanuduumpaH ageokar.

Limitation of Liability: This bulletin and the information contained herein have
been prepared by Stoychev & Stoycheva Law Firm to provide general
information on one or more topics, but not exhaustive coverage of them. The
information in these materials is not intended to constitute legal or other
professional advice or services. You should not rely solely on it when
making decisions that may affect you or your business operations. Before
taking any action that may impact your finances or business, please consult

a qualified attorney. 4 . >
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